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The Desidnated Safedvarding Lead

Mr C Abraham

Job Role: Vice Principal

Office: New build dround floor

Telephone number: 01302 B31582 ext. 1218
Email: colin.abraham@consiliurm-at.com

Principal

Mr D Bisley
Jab Role: Principal
(Office: New build first floor

““ Telephone number; 01302 831582 ext. 1205

Email: david bisley@consilium-at.com

The Deputy Designated Safeduarding Lead

Mrs A Moulton

Job Role: Director of Pastoral Care

Office: New build dround floor

Telephone number: 01302 831582 ext. 1206
Email: amy.moulton@consilium-at.com

Safeduarding Lead

Miss 5 Duffy

Job Role: Student Welfare Manader

Office: New build ground floor

Telephone number: 01302 831582 ext. 1206
Email: sian duffy@consilium-at.com
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Miss S Dainty

Mrs L Dawson-Utley
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At ArmthorpeAcademyve knowhowimportantSafeguarding. Safeguardin
is a vital aspectof anyschoolsetting,asit ensureshe safetyandwellbeingof
all studentsstaffandvisitors

We foster a culture and practice of safeguardingAll staff have annuall
safeguardingraining,andall schoolpoliciesand practicesarefully compliant
with KeepindgChildrerSafein EducationWWeworkwith professionalo ensure
studentscanthriveandbe safe Wetakeactionto enableall childrenhavethe
bestoutcomesaswewantourstudentgo havethe beststartto life.
Wehavea pastorabresencaroundschoothroughouthe day All on handto

supportour young peoplewhen it is required This includesseverallevel
3 safeguardin{gads

$10. 41 VI $-"14

We use an outline platform called Child Protection Online
ManagementSystem(CPOMSICPOMSs usedto recordrelevant
informationso that documentatiorand communicatiorare carefully
loggedin orderto ensurechildrenare safe ClassChartss an online
platformusedto recordachievemenand behaviourWewill soonbe
introducingArbour

LANYARDS/BADGES

Staff/Visitors wear lanyards/badges so that they can be identifiec
having the correct checks and have permission to be on site.
-Blue Consilium lanyard/Photo Bddgemthorpe Academy/Central
team Staff

-Blue AA Lanyard/Green Baddgssitors with DBS
-Red AA Lanyard/Red Badgsitors without a DBS
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Hate Crime. Bullying ond
# Never Dt Havesswent

#Never ok
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In addition to protectingand supportin
young people,it is vital as a schoolwe

protect staff and visitors Whenyou visit Chlldren l‘e

uS%

Pro [(c[ Adults

the school site between the hours of

Lo ) t"
7:30am and4:00pm, we askfor all visitors /m/"’{{;’(,,f, SA E N(L« (2 %
to signin at the main office No visitors o g 50 %’o
shouldenterthe sitewithoutreportinghere = .. ¢ e fhb]]
first. Visitorsareinductedwith the relevan “"f’"";{? : fo&d’

safeguardingoliciesandproceduregthese 5 vulnerablen 3 <
canalsobefoundonthe schoolwebsite)

We want to ensurethat our staff are safe
from abuse Asa schoolwe do not tolerate
any aggressioror abusedirectedtowards
our staff We work to ensureschooland
parents/carerdiave good relationshipsto
support our children There may be a
situation where you need to talk to a
member of staff Please make an
appointment as we cannot always
accommodatemeetingsthat are not pre
arranged

safeqguarding { J is everyone’s responsibility
School Site

Safeguarding in schools is important to ensure that the school
environment is safe and secure for all. This includes ensuring t

annual fire and lock down drills :

emergency procedures are in place in case of an emergency. \|Ve

Ne
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PLAY IN PROTELCTINE

CHILDEN

As parentsyourmain prioritywill be to makesureyourchildrenare]
healthy happyandsafe

Thismeansmorethan just makingsurethey are physicallysafe but
lookingaftertheiremotionalandmentalwellbeingtoo. Theyneedto
knowhowto keepthemselvesafewhentheyareout,andto ensure
theyknowall aboutonlinesafety on socialnetworksandwhenusing
theirmobilephones
If you have any concernsabout the safety and wellbeing of your
childrenpleasedonot hesitateto contactuson01302831582
On our schoolwebsite there are some links to severalwebsites
videos,and documentghat provideadviceand supportto help you|
keepyourchildrensafe
Youcanalsofind lots of usefulinformationin this newsletteraround
internetsafety andcommunitysupport
The UK Government has launched a new advice and support $ite
help keep children safe from sexual abuse. The site includes ajdv
parents and carers on spotting the signs of sexual abuse and $p:t
to your child about relationships and safety. It also signposts t
sources of further support for children, adults and professional;
including the NSPCC helpline and Childline.
Visit the websiteStop abuse together

-
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https://eu-west-1.protection.sophos.com/?d=outlook.com&u=aHR0cHM6Ly9ldXIwMi5zYWZlbGlua3MucHJvdGVjdGlvbi5vdXRsb29rLmNvbS8_&i=NjA2YzgyN2U4ZTM1ZGQ0ODU5NjkzOTc5&t=dEhxN3MxZ2JubUFPc21lYXYvRkRRTGhrcklVWHl2ampwZm1IbUYrZExNND0=&h=c4c00bafd4ed497e8cc7a1d12bd9e629
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Adolescence on NetflsNew Safeguarding Info
Released from Humberside Police

bSGFt AEQE ! R2t Sa0OSy 0SS 2dzad L4
every parent, educator, and mentor needs to knawthe hidden
language of emaojis.
Online, young people are communicating in ways that most adults
completely miss. What looks innocent could have a much darker
meaning. Here are some of the codes being used:
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Adolescence on NetflsNew Safeguarding Info
Released from Humberside Police
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NSPCC MINDS

earnmg fighting for young people’s mental health

Stepswe cancompletetogetherto keepyourchildsafe

- Ensurethey knowthat they can speakto all staff about
howtheyfeelandif thereis anythingworryingaboutthem

- Staffwill inform a relevantmemberof staff who canhelp
andassistyourchild

- We will communicatewith home To ensure we can
contacthome pleasemakesurewe haveupto datedetails
onoursystemof at leasttwo contacts

- You have access to your child's classcharts We
communicateregularlythroughthis to ensureyou gain
accuratenformationfor yourchild

- Parents/carersancontactthe schoolif theywishto meet
with oneof pastoral/safeguardirigam

kesth

Kooth is an online mental wellbeing
community for young people

For ages: 11-18

Sign up for free at Kooth.com




3 Armthorpe -‘ no "

$ )k %

My Child is Gaming with Stranger§Vhat should | do?
Areyouconcernecdbouta child/youngpersonwhois gaming?f you
knowa child/youngpersonwho is gaming,you shouldreadthe UK
SaferInternet guide on keepingchildren safe when gaming For
furtherinformationpleasevisit saferinternebrguk
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RailSafety

British TransportPolice (BTP)are urging parents and carersto
continuously speakto their children and loved ones about the
dangersposedby the railwayand the importanceof stayingoff the
track Eachyear,hundredsof peopletakingriskson and aroundthe
railway resultingin tragicconsequencemndlife-changingnjuries
BTPand NetworkRailrun a hardhitting safetycampaignl YouVs
Train,whichhighlightsthe devastingconsequenced trespassin@n
the railway Importantmessage$or parentsandcarersto sharewith
children

a The rail networkis never switched off. Electricity powersthe
overheaadables24 hoursa day,7 daysaweek

a The rail networkdoesnot go to sleeponcethe last passenger
servicehaverun Freighttrainsrunall throughthe night

a Never anticipate that you know when the next train is due
Timetablesresubjectto changeandonly showpassengeservices
freighttrainscanrunat anytime of the dayor nightandcantravelup
to 100mph.

What is trespassing?

If you step on the railway track, the land next to the track,
or any area near the railway that isn’t open to the public,
you are trespassing. It is dangerous and illegal.

Trespassing includes:

& O &~

Picking up lost property Crossing the tracks Stepping off a level
from the tracks at any point other crossing onto an area
level O
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WATER SAFETY RULES

@ -
Buddy up!

Make sure you never swim alone.

Swim in safe a
i & .
11

— | Papp— be an
always know where the

Know your limits.
Don’t swim farther than or hold your breath
longer than you are able to.

Wear a life jacket .
if you can’t swim
or while on a boat.

To assist someone in trouble,
reach them with a pole or
throw a floatable ball. Last, but not least...

FOLLOW THE RULES!
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water safety tips

Swimin

lifequard-supervised :Ii #

beaches and pools. Put up barriers around the
pool or hot tub.

/0,
B Keep an eye outon

children around

Always swim with a 4 i
buddy. Even experienced water. Stay within
swimmers can tire or get ~ reach.
muscle cramps.
a. Wear a life jacket while
Ml boating.
Learn proper swimming
and safety skills. ﬁ

LiveRightNow.ca

12
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Use a sunscreen witha Wear sunglasses, Reapply every two
minimum SPF so and ideally with wrap hours or immediately
at least 4 stars for UVA around lenses or wide after swimming or
protection. arms, which carry CE sweating.
<l and British Standard
b mrk'-
S— v Seek shade between
11am - 3pm when the
No sunscreen offers ’5‘ sun is atits strongest.
100% protection so ] Always keep babies
cover up with loose and toddlers in the
close weave clothing S— shade if you can.
(such as cotton)and a Generously apply
wide brimmed hat to sunscreen (s
protect the neck, ears teaspoons to cover the &
and face. whole body) 15 to 20 l
minutes before going
out.

By following these simple tips your child will be able to
stay safe and enjoy the sun. Remember parents, set your
child a good example by also following this advice, and the
whole family can have a happy sun safe summer.

For more information about the British Skin Foundation see
www.britishskinfoundation.org.uk

f ¥ [E @BSFcharity




Armthorpe
Academy

Enriching Lives, Inspiring Ambitions

educate.against.
heate a9

I's never easy to start a serious
conversation with a child.
Choose a place your child feels
at ease and make it a time when
you’re unlikely to be interrupted.
A good time to raise the subject
is when it's relevant, perhaps interrupting
when you both see something
on TV about extremism.

Parents. Protecting
your children from

AvivAanainna
S S E N AP A

1. How do | talk to my child
about extremism?

2. How can | keep my child
safe from exitremism online?

Talk to your child about online
safety, explain the dangers and
make sure their social media
accounts are secure. Install
parental controls so you can
monitor what they access.

The NSPCC has produced the
following suggestions to help
keep your child safe.

3. What are the online warning
signs of radicalisation?

There is no single route to
radicalisation. It can happen
over a long period of time or is
triggered by a specific incident
or news item. The behaviours
listed here are intended as

a guide to help you identify
possible radicalisation.

SAFEGUARDIN
YOUR
CHILD

— Make the conversation
relevant

— Ask their opinion

— Find out how much they
know about the subject

— Take care fo listen

— Ask them questions that don’t
result in a yes or no answer

— Let them talk without

— Encourage them to
ask questions

— Talk about your own
views on extremism

Speak with your child about
what they do online

Ask them to show you some
of their favourite sites

Show an interest in their
online friends

Ask them how they decide
who to be friends with

Try to get them to friend
you online as well

Agree the amount of time
they spend online and

the sites they visit

Think about installing parental
conirols on their devices
Raise the issue of
inappropriate content

and if they’ve seen any
Make sure they know how
to report abuse online

Online behaviour

Accessing extremist
online content
Sympathetic to extremist
ideologies and groups
Joining or trying to join
an extremist organisation
Changing online identity

14




4. What are the behavioural signs
of radicalisation?

It can be hard to differentiate
between normal teenage
behaviour and attitudes that
indicate your child may have
been exposed to radicalising
influences. You know your child
better than anyone, so trust your

instincts if something feels wrong.

5. What should I do if | think my
child is being radicalised?

If you are worried your child is
being radicalised you have a
number of options. Talking to your
child is a good way to gauge if
your instincts are correct. If you
prefer to share your concerns
with someone else first, there

are a number of people and
organisations you can turn to

for advice.

Outward appearance

— Not listening to other
points of view
Abusive towards people
who are different
Embracing conspiracy
theories
Feeling persecuted
Changing friends
and appearance
Converting to a new religion
Being secretive of movements
Increasingly argumentative
Distancing themselves
from old friends
No longer doing things
they used to enjoy

Speak to your child’s
teachers, a friend or a family
member. Have they noficed
anything out of the ordinary?
The safeguarding lead at your
child’s school can advise you
on the best approach

Your local police or council
can provide advice on how to
protect your child. Speaking
to the police will not get your
child into trouble if no crime
has been committed

If you think someone is in
immediate danger, or if you see
or hear something that may be
terrorist-related:

— call 999

— or the confidential
Anti-Terrorism Hotline
on 0800 789 321




6. What can | do to protect my
child from extremist influences?

It's important to talk to your
child about extremism and
radicalisation. Giving your
child the facts will help them
challenge extremist arguments.

Being honest with your child

and talking to them on a regular
basis about extremism and
radicalisation is the best way to
help keep them safe. Remember
your child’s safety extends to
their online activity too.

7 . Is my child vulnerable
to radicalisation?

The process of radicalisation

is different for each child

but there are some factors
which can lead o young
people becoming radicalised.
Personal vulnerabilities or local
factors can make a young
person more susceptible fto
exfremist messages.

Extremist groups also use the
internet and social media to
spread their ideology. Teach
your children to understand just
because something appears
on a website doesn’t mean it’s
factually correct.

— Talk to your child about
staying safe online
Keep an eye on the sites
your child is visiting
Use parental controls on
browsers, games and social
media to filter or monitor
what your child can see

Vulnerabilities may include:

sense of not belonging
behavioural problems
issues at home

lack of self-esteem
criminal activity

being involved with gangs

Children don’t need to meet
people face-to-face to fall
for their exiremist beliefs. The
intfernet is increasingly being
used by exiremist groups fo
radicalise young people.

8. What is Channel?

Channel is a multi-agency,
voluntary programme which
safeguards people identified

as being vulnerable to
radicalisation. A referral can
come from anyone who is
concerned about a person they
think is at risk. It is not a criminal
sanction and will not affect a
person’s criminal record.

Many types of support

are available as part of the
Channel programme, addressing
educational, vocational, mental
health and other vulnerabilities.

www.gov.uk/government/case-
studies/the-channel-programme

Important contacts

Department for Education
counter-extremism helpline:
020 7340 7264

, @EducateAgainst

Anti-Terrorism Hotline:
0800 789 321

Childline:
0800 1111

More information and support
organisations can be found =t
www.educateagainsthate.com




77NN\ Armthorpe
@ Academy
Z . Enriching Lives, Inspiring Ambitions

&
&-” ‘
2

THEFACTS /. =

.d k

MOST CHILDREN AND YOUNG PEOPLE

Vapes containing nicotine are age-restricted products: it is illegal
to sell them to under 18s and for adults to buy them on their behalf.

Short-term effects can mclude
Zi , and sore o
Long-term effects are as yet unknown

HARMFUL FOR THE ENVIRONMENT. M,

Disposable vapes and the batteries inside .
them are bad for the environment, with

many ending up in landfills
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8 WAYS A CHILD'S ANXIETY
Lhnger  SHOWS UP AS SOMETHING ELSE 4 gy lioring

The perception of
danger, stress or
opposition is enough &
to trigger the fight or =
flight response leaving
your child angry and
without a way to
communicate why.

Chandellering is when a seemingly
calm person suddenly flies off
the handle for no reason. They
have pushed hurt and anxiety

so deep for so long that a
seemingly innocent comment
or event suddenly sends them

straight through the chandelier.

2. Difficulty Sleeping 5. Lack of Focus

Children with anxiety are often so
caught up in their own thoughts F O C\\U S
Ol . that they do not pay attention to SR

what is going on around them.

6. Avoidance 1. Nogativity

In children, having
difficulty falling asleep
or staying asleep is
one of the hallmark
characteristics

); People with anxi
of anxiety. Y Children who are.trglng t:n: :owexu;‘)earieni?
~ to avoid a particular negative thoughts
person, place or task at a much greater
often end up experiencing intensity than
more of whatever it is positive ones.
3. Defiance they are avoiding.
Unable to communicate 8. Ovorplanning
what is really going on, 2
it is easy to interpret Overplanning and defiance go hand in o & #
the child's defiance as a hand in their root cause. Where anxiety S
lack of discipline instead can cause some children to try to take /| A\ . __
of an attempt to control back control through defiant behavior, it = — L /
a sitvation where they can cavse others to overplan for sitvations
feel anxious and helpless. where planning is minimal or unnecessary.

REGULATE EMOTIONS - REDUCE ANXIETIES
Improve Moods & Attitudes Naturally, For Brain Health Take SNAP Every Day
Learn more and get it now >>> www.snapalways.com

©*® Your #1 choice for brain health supplements
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keoth

whenever you need it.

AA # kooth.com ]

@ Wy G & ...
Home Chat Articles Forum More

Hey, how do you feel today?

The journal is an optional space for you to keep
track of how you've been feeling.

Today | feel...

Chat with our team of
friendly practitioners

Entries so we can keep you safe
BCh out to you if there's a need.

If you would like support from the team,
please reach out via chat or m:

ssaging.

Helpful articles

Self-help tools
and activities

Support from the
Kooth community

7
O

Visit kooth.com to find out more
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Eating disorders.
Know the first signs?

&0

Lips Flips Hips
Are they obsessive Is their behaviour changing? Do they have distorted
about food? beliefs about their body
size?
Kips Nips Skips
Are they often tired Do they disappear to the Have they started
or struggling to toilet after meals? exercising excessively?
concentrate?

If you're worried someone you care about is showing
any signs of an eating disorder — evenif they're not
on our list = act quickly and get in touch. We can give
you the answers and support you need to help them
on the road to recovery as soon as possible.

Don't delay. Visit beateatingdisorders.org.uk/tips




Beat is the UK's eating disorder charity.
We are a champion, guide and friend
for anyone affected by an eating disorder.

Help for
Help for adults young people

Helpline: 0808 801 0677 Youthline: 0808 801 0711

Email: help@beat Email: fyp@beat
eatingdisorders.org.uk eatingdisorders.org.uk

Help for students
Helpline: 0808 801 08Tl

Email: studentline@beat
eatingdisorders.org.uk

Online support

Visit beateatingdisorders.org.uk for information about eating disorders,
online support groups and one to one chat.

Use helpfinderbeateatingdisorders.org.uk to find services in your areq.
W @BecatEDSupport @ BeatEDSupport

General enquiries

Unit 1, Chalk Hil House, 19 Rosary Road, Norwich NR11SZ
0300 123 3355 | beateatingdisorders.org.uk
info@beateatingdisorders.org.uk

W @beatED [l beateating disorders

A charity registered in England and Wales (801343) and Scotiand
(SC039309). Company limited by guarantee no. 2368495,
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https://www.youngminds.org.uk/parent/parents-helpline/
https://www.youngminds.org.uk/parent/parents-helpline/
https://www.youngminds.org.uk/parent/parents-helpline/
tel:0808%20802%205544
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remember the Green CrOSS COdel Find the safest place to cross. Where possible,

use a pedestrian crossing.

Every time you cross the road, (mmx

»

STOP
Stand on the pavement near the kerb and make
sure that you can see the traffic.

LOOK AND LISTEN
N Look all around you for traffic and be sure to
, N \ listen carefully for things you can't see.

y N

: (WAIT
Wait until it's safe to cross. If traffic is coming,

\let it pass. If you're not sure, don't cross. y.
fLOOK AND LISTEN AGAIN b
3 ; When it is safe, walk straight across the road.
child acciden* B \Don't run. Keep looking and listening. y.

preventiontrust =

How to be safe on the road on a bhike

Adopt a suitable riding position
1.Stay central on narrow roads. Try to ride away from the
gutter. ...
2.Stay away from parked cars. Ideally, keep a door's width
away in case the door opens suddenly. ...
3.Stay back from HGVs. Lorries and other large vehicles
might not be able to see you clearly, so stay well back
behind them. ”
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Pupil premium

At Armthorpe Academy, we strive to ensure all students are give

every opportunity to succeed and achieve their full potential.
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https://www.doncaster.gov.uk/doitonline/free-school-meals
https://www.doncaster.gov.uk/doitonline/free-school-meals
https://www.doncaster.gov.uk/doitonline/free-school-meals
https://www.doncaster.gov.uk/doitonline/free-school-meals
https://www.doncaster.gov.uk/doitonline/free-school-meals
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Community

ArmthorpePoorsEstate Charity

If you live in Armthorpe and you or someone you know h
been affected financiallyr are you in a situation where
you need some additional support, then
APEC (ArmthorpeorEstate Charity) may be able to
help you

Contact below to discuss your need

6 THE LINGS
ARMTHORPE
DONCASTER
DN3 3RH
Phone07725636432
Email:apecharity@agmail.com

25



mailto:apecharity@gmail.com
mailto:apecharity@gmail.com
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Scan the QR code to find
your local Your Place hub.

The teams are on hand to chat with you about anything that
is concerning you or that you feel you need support with

Your Place North: yg:gszla;;za;: :
01302 736787
: Armthorpe, Edenthorpe,
Norton, Askern, Adwick, Kirk Sandall, Hatfield,

Carcroft, Bentley, Roman
Ridge and Sprotbrough

Dunscroft, Stainforth,
Barnby Dun, Thorne,
Moorends.

Your Place Central:
01302 736409 Your Place South:
01302 736644

Conisbrough, Denaby,
Mexborough, Edlington,
Rossington and
surrounding villages

Wheatley, Intake,
Balby, Hexthorpe,
City Centre
Bessacarr, Cantley




Your Place is here to support
you with any issues you and

your family are facing.

Here are a few of the things that
you can chat to the team about:

—_
* Benefits
e Family support
e Local groups and activities
e Childcare
¢ Anti-social behaviour
* Housing support
* Employment
* Debt and financial concerns
¢ Education support for your child as

well as information for adults
wanting to access adult learning %}__

courses and much much more ...

Scan the QR code to find
your local Your Place hub.
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Aun and engaging activities and groufas families with children
ARegular events and peer group support networks parents,
guardians and caregivers

Adccess to key antenatal and postnatal appointmentith
Midwifery and Health Visiting services

A\ccess to early years facilities and spadesuding sensory
rooms and outdoor learning spaces

ASupport and guidance around infant feedirgcluding
breastfeedingfriendly spaces, loaning of pumps and feeding p«
support groups

Awider support for family issuethrough our partner services
including housing and financial support, welfare and parent
relationship support and much more
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https://www.facebook.com/ArmthorpeFamilyHub/?fref=pb&hc_location=profile_browser
https://www.facebook.com/ArmthorpeFamilyHub/?fref=pb&hc_location=profile_browser
mailto:EastLocalityFamilyHubs@doncaster.gov.uk
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Learn how Lo help
keep children

What is Listen up, Speak up? Local werkshops in your area

Listen m Sf”"“ g is an NSPCC Wa're offering hae, hour-iong workshops
campagn Fmed at empowering the Lo Community groups, businesses and schools.
PUbiC To know what to do if thay e avar Wa'll be delvarning both tace-to-tace and
woeriad about a child or family. <

virtal wordshops across the UK in 2024
It’s up to 2l of us to keop children safe Contact us
That's why we're encowraging avery adult
In tha UK 10 take our free training Please get intooch if you'd Bk us to run

2 workshap with your groun or arganisation
Whan we il listen up and spaak up for
tha people around us, W Can Make Suee
that children always come first

Why are we doing this?

Ewvary day, thousands of pecpie helpthe
comenunities around tham. This might maan

that they're stapging in to hafp juggle chidcara,
or providing a Bstening ear to a strug ging tean.

And avary day, thesa actions mean familes
are alittie more supported and children's
Ives are made a Itk bit easiar. Knowing
how 10 support children and families &5
crucial 1o keeping moare children safe.

To leam haw to play your paet -
take our frea training today, visit:
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Being a parent can be the most rewarding job in the
world and also the toughest. But you’re not on your own.

If you have children aged between 0 and 5 years old, our new Family Peer
Partnership is here to help with the daily challenges and make your parenting
journey a little easier.

We offer a friendly face and a listening ear in person and over the phone. Whether
you're a new mum or dad, or mum-to-be feeling nervous and overwhelmed.
Whether your hands are full with more than one child and you struggle to get out of
the house.

We're here to support you through the ups and downs of family life

-

Find out more, call Lesley on 07971 253308
or email LesleyB@familylives.org.uk

We build better family lives together
www.familylives.org.uk

Q @familylives

Family Lives = registerad as a company imited by guarantee i England and Wales
No. 3817762 Regestered charity NoIOT7722. Registered address The Annex York
House, Salsbury Square, Hatfield, Hartfordshire, ALS SAD
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iJ Being a parent can be the most rewarding job
\ in the world and also the toughest. But you’re
not on your own.

If you have children aged between O and 5 years old, our new
Family Peer Partnership is here to help with the daily
challenges and make your parenting journey a little easier.

We offer a friendly face and a listening ear in person and over
the phone. Whether you're a new mum or dad, or a mum-to-
be feeling nervous and overwhelmed. Whether your hands are
full with more than one child and you struggle to get out of
the house.

We're here to support you through the ups and downs of
family life.

[ - ] | 0 B Y of \. o - y
We build better fa ‘::n'LLE"/ hives,toge

www.familylives.org.uk | Rz @)
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Does your child suffer from sleep problems?
Do you want to access support to help to improve
bedtime?

Join us at our Sleep Tight Workshop
for sleep advice for children 2+ years.

Our training is delivered by practitioners trained by
L The Sleep Charity
Our workshops include :
Understanding sleep cycles
Common sleep issues and strategies to manage these
Establishing appropriate routines
Keeping sleep diaries and interpreting the data
Environments

If you are interested in attending the workshop, please
contact your local Family Hub to register your interest.

North
Askern Family Hub - 01302 737099
Adwick Family Hub - 01302 737717
Bentley Family Hub - 01302 737350
East
Armthorpe Family Hub - 01302 736760
Moorends Family Hub - 01302 737470
Stainforth Family Hub - 01302 734048
South
Denaby Family Hub - 01302 737436
Mexborough Family Hub - 01302 736869
Rossington Family Hub - 01302 737440
Central
Balby Family Hub - 01302 736880
Central Family Hub - 01302 737995
Wheatley Family Hub - 01302 737790

Find out more:
WWW.DONCASTER.GOV.UK/FAMILYHUBS

~ City of
’ Dopngaster
¢ Council
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BEING A PARENT- AUTISM
%<

COME TOGETHER TO SHARE YOUR IDEAS AND EXPERIENCES WITH

PARENTS WHOSE FAMILIES ARE ALSO AFFECTED BY AUTISM

BAP-Autism helps to reduce family stresses and improves parental confidence.

¥ Learn how to encourage good behaviours and how to share more
fun times together.

Learn strategies to support chanFes with your child’s behaviours which
helps to reduce those everyday family stresses.

2 It promotes self-care showing that there is no such thing as a ‘perfect
parent’ and that your Good Enough is truly Good Enough.

FOR PARENTS OR CARERS OF CHILDREN
AND YOUNG ADULTS AGED 2-19 YEARS
COURSE LENGTH- 10 WEEKS, 2.5 HRS PER WEEK

Contact your local 01302 736760 *
Family Hub To
book your place
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The Doncaster Online Safety Campaign is working to syr
professionals, parents and carers help keep children safe
their online world, to help them feel confident in talkin
about online safety with the children they know and worl
with, so that they in turn know that they can always talk t
someone about anything that is worrying them.

To meet that aim, the campaign baganise@ series of
free workshops to help support parents, carers and relgv
professionals.

The campaign hasganisea series of workshops to help
support parents, carers and relevant professionals to fe:
confident in talking about online safety with the childrgn

A Tuesday 10September at 6pm

A Wednesday 18September at 4pm
A Wednesday"?October at 12pm

A Tuesday®October at 6pm

A Monday 2% October at 4pm

A Wednesday 300ctober at 12pm
To register your interest in one of these dates, please cpr

https://dscp.org.uk/professionals/doncaster -safety-nei-
online-safety/



https://dscp.org.uk/professionals/doncaster-safety-net-online-safety/
https://dscp.org.uk/professionals/doncaster-safety-net-online-safety/
https://dscp.org.uk/professionals/doncaster-safety-net-online-safety/
https://dscp.org.uk/professionals/doncaster-safety-net-online-safety/
https://dscp.org.uk/professionals/doncaster-safety-net-online-safety/
https://dscp.org.uk/professionals/doncaster-safety-net-online-safety/
https://dscp.org.uk/professionals/doncaster-safety-net-online-safety/
https://dscp.org.uk/professionals/doncaster-safety-net-online-safety/
https://dscp.org.uk/professionals/doncaster-safety-net-online-safety/

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

‘Likes’ are a simple way for users to show that they like a post on social media. This could be anything from

platforms and is extremely popular on Instagram and Facebook. It is often used by children to measure the

photos and videos to status updates and comments. The feature is widely used on several social media '

success of their social media post and gauge opinion. However, it can also bring a number of social
pressures, particularly if users start to question their own levels of popularity.

DAMAGING TO SELF-ESTEEM

Your child may use likes to measure their

own self-worth, with more likes instilling a
greater level of confidence and acceptance
amongst their friends and peers. However,
children who only receive a small number
may in turn feel a sense of rejection or
isolation and could potentially suffer from
low self-esteem Issues, impacting them in
other aspects of thelr life such as atschool
or in social settings.

UNREAL VIEW OF THEWORLD

Your child may follow celebrities or
other popular individuals on social
media who receive millions of likes.
Not everything on social mediais a
true reflection of the world and your
child may feel pressured into
behaving in a similar way in real life or
posting similar material in order to
feel popular and achleve a similar
level of self-worth.

National

Online |

Safety
#WakeUpWednesday

FOLLOW OR BEFRIEND YOUR
CHILD ONLINE

Using the same social media sites as ’
your child and connecting with them

online will allow you to
:hlt their interests are

likes will help you bulld a picture of

what your child is being exposed to and
mmmm—-zq.

LIVE a7watching "»

AN ADDICTIVE FEATURE

Like features encourage children to stay

online for longer. In doing so, your child is

likely to engage with app’s for longer

periods than they otherwise would have

wanted, checking their phone more ,
frequently, including at night when they

should be asleep. This could contribute

towards screen addiction which can cause

sleep deprivation and consequently a lack of

focus during the next day at school.

COMPETITIVE CULTURE

Children will often compare the number
of likes they receive for their post
agmns( thelv friends or followers,

)
or resentment. In a bid to lncrease their
own status and receive more likes, this
could lead to a competitive culture in
which children try to better one another,
potentially leading to them engaging in
more and more riskier activities.

L 4

TiPs for eren[s

MONITOR
MENTAL HEALTH

lfyowchlddocsposlonsoclﬂnndh,nls
inpofmtommmmhdk\gs“
emotions, rting them
mw%tohlkhywm
what they may be ex| g. nto
Mtﬁnnotw.ym
mmullhkmtdkm-dbthmny
likes a post may or may not get.

ENCOURAGE HOBBIES
OR OTHER ACTIVITIES

Try to help reduce your child’s screen
need for socal media

time and
encouraging them do other things such
as a sport or hobby or simply playing
mh«m;oms«p&:mm
to take up other activities that they
o_n}‘oycan also help build self-esteem

HELP TO BUILD YOUR CHILD’S SELF-ESTEEM

Try to help bulld your child's self-esteem through positiv
are struggling with the way they look or feel. Talk to

dpﬂbnandllshﬂngbﬂnmlf

personality and help them understand that looks aren’t cv-rythlnq.T
your child which coﬂdcompoumlmymgamnnughtsﬂnyndnodyf-d

DISCUSS THE REAL WORLD : .
Vhat they feel 15 .l Important i thes . Try 10
wkﬂ::mmkmpmwmommkn

Mee{ our experf,

Pete Badh is a writer with over 10+ years in research and
analysis. Working within a specialist area for West
Yorkshire Police, Pete has contributed work which has

ole

been pivotal in successfully winning high profile cases in g '

court as well as writing as a subject matter expert for
industry handbooks.

www.nationalonlinesafety.com Twitter - @natonlinesafety  Facebook - /NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 28.08.2019




Mmulorﬂmmty \vcboivnln-mpund parents, carers and trusted adults with th to hold an | ion about online safety with their children, should they
foelitis This one app of many which we believe trustad aduits should be aware of. Please visit i afety.com for further guldes, hints and tips for adults.

& What parents'a Carers Need to Know,about

. l,

. TikTok is a video-sharing social media app which lets people create, view and download looping 16-second clips.
Typically, these are videos of users lip-syncing and dancing to popular songs or soundbites (often for comic purposes), =
enhanced with filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 2019 and | 0

has featured near the top of download charts ever since. It now has around a billion users worldwide. ;
¥
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Meet Our Expert

Parven Kaur is a social media expert and digital media
consultant who is passionate about improving digital literacy for
parents and children. She has extensive experience in the social
media arena and Is the founder of Kids N Clicks: a web resource
that helps parents and children thrive in a digital world.

@ Natlonal
Online
ﬁ Safety’

#WakeUpWednesday

SOURCES TikTokcom

@ www.nationalonlinesafety.com ’@natonllnasafety [ £] /NotionalOnllneSafety © @naﬂonalonﬁnasaiety

Users of this guide do so at their own No Hability i of the dote of 03M.2021




At National Ondine Safety, we believe in eampowering parents, carers ond trusted aoduits with the information to hold an Intormed conversation about online safety with their children, shouks they
fesl it iz needed, This guide focusas on one of many apps which we believe trustad adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,

What Parentsi& CarersiNeed\tolknow about
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WhatsApp is the world's most pqpewgrgmos aging(serv &z /il : oo § é f
? OF THE

messages can only be viewe: Updates to its

privacy policy in 2021 (invp.lv.ing‘p‘b‘gé[ipgtg;iuxwlm pany; > od/m 'f‘:__»m he app, but the
new policy was widely misinterpreted — n;only related|tolW ot to/personal messages.

e N

POTENTIAL CYBERBULLYING

Group chat and video calis

are ?root for connocﬁn? with
multipie people in WhatsApp, but
. there is always the potential for S 75
someone’s feelingsto be hurtbyan 1 &
unkind comment or joke. The ‘onl e |
admins’ feature gives the udmln(s) ofa |
group control over who can send
mmomhoy can, for example, block
pecple osting in a chat, which could
make a child feel excluded and upset.

F d 8 i lly send WhatsApp
messages pretending to offer prizes -~
encouraging the user to click on a link to
win. Other common scams involve
wuminP someone that their WhatsApp
sul ion has run out (aiming to dupe
them into disclosing payment details) or
impersonating a friend or relative a
asking for money to be transferred to
help with an emergency.

DISAPPEARING MESSAGES

Users can set thtup? messages to
disap r in 24 hours, 7 days or 90 days
by default. Photos and videos can also be ‘ .
instructed to disappear after the
mlplom has viewed them. These files
can't be saved or forwarded - so if your
child was sent an inappropriate
message, it would be difficult to prove rgge
any wrongdoing. However, the receiver 5
can take a screenshot and save that as e
evidence.

ENABLING FAKE NEWS ﬂ

WhatsApp has unfortunately been linked
to oroﬁ:g the ?mnd of dangerous
rumours. in India in 2018, some outbreaks
of mob violence appear to have been
sparked by false allegations being shared
on the app. WhatsApp itself took steps to
rnvont ts users circulating hazardous
heories and speculation in the early

To start a WhatsApp chat, you
v - only need the mobile number of
5 Co the person you want to message
’ L “ (the other person also needs to have
* o the app). WhatsApp can access the
N / address book on someone’s device and
recognise which of their contacts also use
the app. So if your child has ever given
*® their phone number to someone they don't
, that person could use it to contact
them via WhatsApp.

The 'live location’ feature lets users
share their current whereabouts,
allowing friends to see their movements.
=+ WhatsApp describes it as a “simple and
. secure way to let people know re you
are.” It Is a useful method for a young \
person to let loved ones know they're safe ™

= but If they used it in a chat with people
they don‘t know, they would be exposing

weeks of the Covid- ndemic. % thelr location to . :
ks of th id lsg i m » : ug\- | ¢ BACK’A \ 4 | 14 to them, too,
$® Advice for Parents & Care

CREATE A SAFE PROFILE " EXPLAIN ABOUT BLOCKING @9#/—a REPORT POTENTIAL SCAMS

Even though someone would need a chiid’s If your child receives spam or offensive Young people shouldn’t engage with any
- rhono number to add them as a contact, messages, calls or files from a contact, they message that looks suspiclous or too good

t's also worth altorlngc oung person’s should biock them uging 'settings’ In the chat. to be true. When your child receives a : )
ofile settings to restrict who can see thelr C ication from a block: won't message from an unknown number for the |

photo and status. The options are show up on thelr device and stays undelivered. first time, they’ll be glven the option to -

everyone’, ‘my ‘ an body* - | Blockln“ someone does not remove them from report it as spam. If the sender claims to be

choosing one of the latter two ensures that z:uv child’s contact list ~ so they also need to a friend or relative, call that ronon on their

your child’s profile is better protected. deleted from the address book. usual number to verify it reaily is them, or if

it's someone trying to trick your child.
-

= CHECK THE FACTS

-
- You can now fact-check

LEAVE A GROUP THINK ABOUT LOCATION DELETE ACCIDENTAL
MESSAGES ‘

If your child Is in a group chat that is If your child needs to use the ‘live

__ making them feel uncomfortable, or location” function to show you or WhatsApp messa that
~ has bean added to o roup one of their friends where . it your child bk ey v "‘"l have bo.:g forwarded at
that don‘t want to be they are, advise them to want to delete, WhatsApp allows the a5t five times, by
rt of, can use mway  share their location °"2' user seven minutes to erase a double-tapping the
hatsApp’s group settings i for as long as they need to. message. Tap and hold on the magnifying glass icon to the
to leave. If someone exits a WhatsApp gives a range of : b qg' A and then right of the message. From
roup, the admin can add “live location’ options, and your s, elete for everyone. However, it's there, your child can launch a “‘
alem back in once; If they ‘ = ¥ child should manually sto sharing important to remember "‘?' Googie search and decide for
leave a second time, it is { |7 their position as soon as it is no recipients may have seen (and themselves whether the L
permanent. { | longer needed. ;nolfc:;i. onmeszhot of ge was true or not.

Meet Qur Expert
Parven Kaur is a social media expert and digital media
consultant who is passionate about improving digital Iteracy d

for parents and children. She hos extensive experience in the
social media arena and is the founder of Kids N Clicks: o web
resource that helps parents and chikiren thrive in a digital world.

@ www.nationalonlinesafety.com '@nctonlinesafety n [NationalOnlineSafety @ @nationalonlinesafety




At National Onfine Safety, we believe in smpowering porents, carers ond trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This gulde focuses on onhe app of many which we belleve trustad aduits shoulkd be aware of. Please visit www.nationalonfinesafety com for further guldes, hints ond tips for adults.

WhatiParentsiaiCarersINeedjto)know about

ideo= sharlng app which also allows users to chat with friends via text or audio.
Users can share lmago nd videos with specific friends; or. through a ‘story’ (documenting the previous
24 hours) visible to theirjentire friend list. Snapchat usage/rose during the pandemic, with many young

,f S >Adv|¢e for Parents & Carers

. l ’cmosseooocomecnous <\ w.usourssmue
CAY dd function help op

. apchat has recently announct " feel n awkward con
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Meet Our Expert

Dr Claire Sutheriand is an online safety consuftant, educator and
ressarcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She has written vorious
academic papers and carried out research for the Australian

nt comparing internet use and sexting behaviour of
young people in the UK, USA and Australia
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about onlfine safety with their children, should they
fool it is needed. This guide focuses on one platform of many which we beliove trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

A

What parents & carers need to know about..

 XBOX SERIES XIS [ |

The Xbox Series X and Series S are the next-generation video game consoles from
Microsoft. They offerimproved graphics, sounds and much quicker loading times.
Parents should note that the two versions available are quite different.

Safely Setting up Your Xbox Series X/ S
XX SENE X T e o ek Xbox Series S

Xbox Series X is a larger device, with a disc Xbox Series S is a smaller, disc-less version of the console

drive, twice as much storage and higher | which plays all the new games but with reduced visuals
performance chips. it can play the new ; or possibly frame-rates. Because it doesn't support discs
Xbox games at the highest resolution and you can’t play old games from discs and must purchase
with the best visuals. It enables you to run = new games digitally. It also has smaller storage, offering

games from disc or digitally. 500GB which is about half that of the Xbox Series X.

Setting Limits on Play-Time

Set-Up Parent Accounts Set-Up Child Accounts

Setting up a parents account is important so you Setting up child accounts are important to be able to limit play-time,
can manage the console for your family. After spending and apply age ratings automatically. Separate accounts
downloading the Xbox app to aid set-up, connect to for each child user can be set-up. It's a good idea to specify a

the internet and while the console updates, use the password for the guest account so children cannot access this also.
app to start specifying settings. Once updated, You can also download the Xbox Family Settings app to help you
create a parent user account with an email address adjust these settings in the future without having to access the

you regularly check and password specified. console directly.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feol it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Playing with Strangers

Xbox Live is the online service for the Xbox One, and it's
where the majority of online games are played. Part of
the fun of gaming is playing with people from all different
walks of life, and while most players will only be looking to
have fun and make some new friends along the way, it
also means that children can be playing and potentially
icatil le online they don't know and

comn with

have never met.

PESP

Online Bullying

chatwith other players. This i

st

Xbox includes multiplayer lgsclrnes and tl’f ability to interact and =
includes b ableto priy
message one another. Xbox hcscommurfty standards that

What parents & carers need to know about..

XBO

The Xbox One is among the most popular video gam

variants on the market, including the One, One X and OﬁéSMﬂimext full console, the Xbox Series X, coming towards the end of
2020. With units sold exceeding 50 million, there's a whole network of gamers already enjoying online experiences together through
the console’s Xbox Live service. That's why it's important that parents and carers understand exactly what the Xbox One is all about.

¥

#s1
Sia

players should abide by h: these aren't y
and it’s possible, like any online social media interaction, that

even display online bullying behaviour.

Inappropriate Content
Like m

games with older children or young adults who may use

age restrictions in place, children could access games that
contain adultthemes such as gmzhlcdepk:ﬂonsol war,
violence or even sexually suggestive material.

.
National
Onli N
,‘ Safet of
WakeUpWsdnesdag
Set up a Microsoft Family Account
Setting up a family account is a great
way to personalise your child’s online .
and ensures that only you can .-‘
change Xbox privacy and online l
settings for a child account.
Create Spending Limits d
that, it's a great way to encourage fiscal
responsibility at an early age. If you'd prefer,
youcanalso have child accounts request
approval to buy things through you each

experience based on age-appropri-
Having a pre-set limit of how much a child
time they want to make a purchase.

ate limits that you set for privacy,
online purchases, content filters and
screen time. It provides you with the

ability to manage parental settings

can spend is a great way to set boundaries
on purchases with your bank accounts, while
giving them the freedom to spend some
money on their favourite games. On top of

Meet our expert
RS
e
currentgaming editor of two of
news sites in the world, UNILAD Gam|

com/en-GB/ y/for-everyone/f

players can send harmful or hateful messages to your child or

@

any gaming platforms, one of the biggest attractions to
Xbox One is the ability to play games online. Children can access
these through the Games Pass service. However, this can also
open up channels for younger children to potentially play online
swear

words or inappropriate language. Furthermore, if there are no

Users of this guide do so at theirown

Check Age-Ratings

Make sure you're aware of the games that your
child is playing and what the PEGI ratings for
them are. The ratings are there to guide parents
in knowing what's contained within the games,
but it's up to them to make the decision of
whether or not they’re suitable to play. If you
want a complete overview, use the family
account settings to block inappropriate content
and make sure your kids only view content and
play games that are right for their age.

Report Bullying Behaviour

Teach your child how to report inappropriate
behaviour that they experience online. If it'sa
particular player, they can search for them from
the People tab and then select report or block.
Make sure they know when to tell a trusted adult
if somebody has said or done something
upsetting online. It's also worth remembering
that kids don't have to game online; there are a
lot of games that can be played offline either
alone, or with family members in the house

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - [NationalOnlineSafety Instagram - @nationalonlinesafety
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Purchasing Add-Ons

The Xbox Games Pass gives players access to over 100 high
quality games which can be played on the console, PC and, soon,
other Android devices depending on what type of pass is bought.
Play also receive di onin-game furchms and
add ons, which can quickly add up, particularly if your child is
opercmn% under an adult account and has a card registered with
no spending limits in place.

Screen Addiction

The Xbox is not just a games console; it’s a family entertainment
system. Children can play games online, stream their favourite
films and TV shows, listen to music, watch YouTube, chat on
SRKPG and browse the web. All of this makesit very ousxnlor
children to rack up the hours in front of the screen and find it
difficult to switch it off which could lead to tiredness, fatigue and

an inability or reluctance to engage in other activities.

Phishing Risk

an authority figure like an Xbox or Microsoft employee)
order to obtain things like passwords for accounts.
Unfortunately, there are many f e out there who fook
to those who are vulnerable and aim to exploit them.
They could disguise their intentions by asking seemingly
innocent questions, with an ulterior motive of gaining
details that will give them access to personal accounts or
banking details.

Discuss Scree;'ﬁme

|
| Taking regular breaks from gaming is vitally
important for children as much as anybody so
it’s important to encourage children to take time
away from theirscreen andtodootherthings.If g &y
you're really concerned about their device ¢
usage, you can implement screen time limits
from your family account to heip encourage a
healthy balance. This can be done on specific
apps and games and can be implemented for
individual devices or every device they own.

— -

Use the Xbox controls and settings to

g, ensure your child’s profile is kept private
online. Manage what others can see about
your child’s personal details and limit who
your child can communicate with and
who can interact with their content or send
them friend requests. This will help to
reduce the number of strangers contact-
ing them and will keep you in the loop as
to who they are engaging with online.




At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about onfine safety with their children, should they
feol it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What parents & carers need to know about ..

PLAYSTATION 5

The PlayStation 5 is the next-generation video game console from Sony. It offers improved
graphics, sound and much quicker loading times. it also has a new controller with motion- and
force-feedback features for a more immersive experience. Parents should note that there are
two different versions available that support discs or digital downloads.

* Safely setting up your Playstation 5 APy

PlayStation 5 Blu-ray

PlayStation 5 Blu-ray is the larger of the two consoles,
although not by alot. It enables you to play games on disc or
by digital download. Although all new games are available
digitally, the disc drive is still useful to watch movies from
discs as well as play most existing PlayStation 4 games you
own. It also enables you to purchase second-hand games on
adisc, which is often much cheaper.

=2

Family Settings

Both PlayStation 5 models offer important family controls that
should be set up before your family starts using the system.
Although this can take a little time, it ensures that children have
their own accounts and sets limits on spending, interactions and
age ratings. If done correctly, children cannot circumvent these
controls that require the parent’s password to alter.

Setting Limits on Play Time

You can specify how long, and at which times of day, the console
can be used to play without needing a password. Talk to your
children and agree how long is appropriate, then set this on their
profile, so it's something they understand and accept. You can
set different time limits on each of the users on the system.

Managing Spending

You can set a limit on spending via Parental Controls. This
means that any additional purchase requires your
password. Another alternative is not to put credit card
details into your account and instead add credit as they
need it using the book token-like cards in-store or online. A
nice feature on the PlayStation is setting an amount of
pocket money to spend on games each month.

Setting Age Ratings

You can set a limit that stops any
older-rated games being played
without a password being entered.
This is not only a good way to ensure
children are playing appropriate
content butis a good chance to talk
about the games they are playing.

Set up Parent Accounts

Setting up a parents’ account is important so
you can manage the console for your family.
After plugging your console in, connect to the
internet and wait for updates to finish. Once
updated, create a parent user account with
an email address you regularly check and
password specified.

Meet our expert

Andy Robertsonis afreelance family
technology expert who often works for
the BBC. He runs the Family Gamer TV
YouTube channel and contributestoa
range of national media on the topic of
video games and family.

Types oﬂqc-c')unts

PlayStation 5 Digital

PlayStation 5 Digital is slightly smaller as it doesn't
contain a Blu-ray drive. This means the console is
cheaper but can only run games you download via
aninternet connection. Unlike the Xbox Series X
and the cheaper Series S, the digital-only
PlayStation 5 is just as powerful as its more
expensive disc-and-download counterpart.

Downloading the PlayStation App ).

The PlayStation 5 uses the same PlayStation app as the
PlayStation 4. This is a super-easy way to tweak the user
settings for your family without having to log on to the
console. It's also a good way to keep track of what different
people are enjoying on the system. The app can also be
used as an easier way to log-on by scanning the QR code.

Creating Guest Account Password OQ

An important step during the PlayStation 5 set-up is
specifying the default settings for guest accounts as well as
a passcode for your own account. This ensures that all users
need to access the system with their own account and
related limits and settings.

Managing Online Interactions

Another important area of the Parental
Controls is specifying how and who your child
can interact with online. Modern consoles
enable players to share text, voice, images
and video with each other. You can set
whether they can do this, and also apply a
password before they can add new friends.

In addition to buying individual games digitally or in-store,
you can also subscribe to services that offer access to
hundreds of games for a monthly fee. PlayStation Plus is
needed to play games online with other people and offers a
set of games you can immediately download for the new
system. PlayStation Now enables you to stream (and
download) a wider set of games.

Set up Child Acco‘unts

Setting up child accounts are important
to be able to limit play time, spending
and apply age ratings automatically.

can be set u?. It's a good idea to specify - &
a password for the guest account so

Separate accounts for each child user
children cannot access this also.
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Parven Kaur Is a soclal medla expert and
digital medla consultant who Is passlonate

working In the social media arena and Is the
founder of Kids N Cll

At National Online Safety we belleve in empowering parents, carers and trusted adults with the Information they need to hold an Informed conversation about online safety with their children, should they

feel 1t Is nee This guide focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What parents need to know about

INST

In m Is a hugely popular social

accessible on i0S and Android devices, allows users to upload images and
‘stories, exchange private mes:

be mnsformaj with an array of

online’‘galleries’ if thelr account is not private. To ualu:om easier to find, users can include searchable hashtags
this guide to help parents and carers understand exact

EXPOSING LOCATION =*

@

@ and captions to their uploads. That's why we've create

HOOKED ON SCROLLING

Many soclal media platforms, Instagram Induded, have been

m:mytoknpusmgl'?donﬂumfornkmqas
po . Behavioural economl Ir Eyal, calls this the Hook
Model" and the Instagram ls:&::(annp&ol‘tﬂs
Chiidren and adults find them: xmllzw!ryand
get a’dopamine rel Scrolling may become: and
kmanbeb“:'t:' Ickly lo mg:mr they g

are p | timeas

| SLIDINGINTODMS R

Direct messages (or DMs) on Instagram allow users to share
posts, vid volce and calls betwee:

Images, messages s n
other privately (or In a private group). Even if
dﬂd’smﬂbmu‘: h:)sdu o
message them and send them content. not

W INFLUENCER CULTURE * .

Influencers are sometimes pald thousands of pounds to

promote a product, sesrvice, and much more on soclal
media. When celebrities or | post such an advert,

llslhatm.h b-n;nhﬂun.'c‘hm thists
-2 ave o«-nmm
k=4 in the

well-hidden Inthe or comments -m
making It unclear th: hxﬁﬂm
This can be very misieading to young people be

to edit the shot before sharing and anyone

Instagram is about.

In a report by the RSPH, Ins was ranked the
worst for young people’s mental health. Using filters on

photos on Instagram can set unrealistic expectations

and create feelings of Ina acy. Children may strive
for more Yikes’ by using realistically edited photos.
ng them: agalnst other users on the app

might threaten con self- . In early

or
19, Instagram banned Images of self-harm and
fdlom::r the sulclde of 1 Atl-yau-old Mol
reportedly been looking at s
material on thﬂph!!wm.Theg smmuwred the ban
to Include drawings, cartoons and memes.

VESTREAMIN REC
- STRAN dﬂj

Instagram allows users to connect with
u%mmmm-nmwm

S llow aybdy toviaw 55 Aspaet your ch

accounts 0 S0 we est

blocks followers they cans knove [ earty 2015, doka gathered

by the NSPCC found that sex offenders were
on Instagram more than on any other e

- "W IN-APPPAYMENTS [ *
the "nmmﬂmmum

which state that If you are under the age of 18,
mmu‘yuﬂuﬁnmmmda

rking app with over 1 billion users worldwide. The app, which Is

videos to their feed, create interactive
es or search, explore and follow other accounts they like. images and videos can
an account can see others’

S IMPACT ONWELLBEING

Q

ming children

>

< 4
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Public locations can be added to a user’s photos/videos
and also to thelr storles. While this may seem like ag‘ood
Idea atthe th it can expose the location of your child.
Thisls cul more of a risk If It Is on thelr story, as It
Is real time. A photo which Includes landmarks In the area,
thelr uniform_street name, house and even
ging In the loca of the photo uploaded to
Instagram can expose the child's location, making It easy
to locate them. If thelr account Is public, can
access thelr account and see thelr o n.

" HUACKED HASHTAGS [
arean pa gl but

o BT
they can come Lk pmnur?‘ usea ngly

hasht:
before you knoni?t hundreds of people
same hashtag for son!ﬂungmaapﬂau or dangerous
that your child shoul exposed to.

O e O

:\munwm works similar to YouTube. Users can
videos accounts on the platform or

mMmdwmdeoﬁhdro:nvldoos.Tlv’s

Important to note anyone can create an instagram

channel and doesn't have to be friends with a person to

follow an account and watch thelr videos. in 2018
:hn{m?adsiu;;w Jmag.yd'?cmﬁm As
suggestive of 5

!h-'ntuumaymmmm mare time using the
app, It's Important to set to avold children's sleep
or education being disturbed.

If your child recelves a message from somebody they do not
know, encourage them not to accept thelr message request
and ‘block”this gierson; this Is the only wzg to stop them
messaging your child again. Children can also “tap and hold”
the Individual message to report it dlrenlr to Instagram as
well as reporting the account [tself.

LOOKOUT FOR#ADS

In 2019, the UK's Competition and Markets Authority
launched an Investigation Into celebrities who were posting
adverts on soclal media and not dedaring that they were
pald for. Influencers must clearly state that they have been
pald for their #osls. for example using a hashtag like #ad or
#sponsored. Teach your child to look out for the signs of a
paid post/advert and discuss with them that not everything
they see from celebrities Is thelr personal cholce and

MANAGE NEGATIVE INTERACTIONS

If your child is recelving d or neg cor
they can block that account so that they can't Interact with
them. This stops them seeing and commenting on their

posts, storles and live broadcasts. In addition, your child can
Insta delete unwanted comments from thelr posts, tum
them off completely and control who can tag and mention
them In comments, captlons or stories, from everyone, only
people they follow, or no one at all.
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www.nationalonlinesafety.com Twitter - @natonlinesafety

for Parents & Carers <7 & o

Instagram now has an In-bullt activity dashboard that allows
users to monitor and control how much time they spend on
the app. Users can add a ‘dally reminder”to set a limit on how
much time they want to spend on Instagram, prompting
them to consider If its been too long. In ition, once users
have caught up with all the previous posts since they last
logged on, they'll recelve a‘You've completely caught up’
message. Both features can help you have a conversation
with your child about how much time they are spending on
the app and to set healthy time limits.

PROTECT PERSONAL INFORMATIO

Your child may \mlmovnn?ly lg{e've away personal
Information on thelr profile or in r live streams. Talk to
them about what their personal Information Is and make
sure that they do not disclose anything Including their
location, to anyone during a livestream, comment, direct
message or any other tool for communication on the
platform, even to their friends.

USE A PRIVATE ACCOUNT

By default, any Image or video your child uploads to
Instagram Is visible to anyone. A private account means that
you have to approve a request If somebody wants to follow
you and only people you approve will see your posts and
videos. Children should also use a secure password and
enable a two-factor authentication to add an extra layer of
security to thelr account.

N (2 N
MANAGE DIGITALWELLBEING FILTERINAPPROPRIATE COMMENTS

action against the user If necessary. This Is an automatic filter,
Which bied.

YOURCHILD ABOUT THEIR ONLINE ACTIVITIES! )

*NEW FOR 2020* INSTAGRAM REELS

Instagrom Reels is the latest update from Instogram that
gives users the ability to record and edit 15-second multi-clip
videos with audio, effects, and new creative toals. It is the
apps answer to TikTok and can be accessed via the Staries
feature. Reels can be shared with friends and family,
however, if your child has a public account, itcould be ! ed
wider via ‘Explore’ and viewed by millions of strangers online.

Facebook - /NationalOnlineSafety

Instagram has an ‘anti-bullying’ filter, which hides comments
relating to a person's :ﬁgeann(e orcharacteg as well as
threats to a person’s wellbeing or health. The filter will also
alertinstagram to repeated problems so that they can take

ch should always be enal Children can also report
abustve behaviour or Inappropriate/offensive material
directly to Instagram from the app. This includes posts,
comments and accounts.

TURN OFF SHARING

Even though this feature will not stop ge from taking
screers , Itwill stop others beingable to directly share
photos and videos from a story as a message to another
user. This feature can be turned off In the settings. We also
recomm tuming off the feature which automatically
shares photos and videos from a story to a Facebook
account.

REMOVE PAYMENT METHODS

If you are happy for your child to have a card assoclated
with their Instagram account, we suggest adding a PIN
which needs to be enterad before making a payment; this
will also helpdpfevmt unauthorised purchases. This can be
added In the payment settings tab.

DON'TFORGET TO BE VIGILANT & TALKTO

National
Online
Safety’
#WakeUpWednesday

Instagram - @nationalonlinesafety

Users of this guide do so at thelr own discretion. No lability Is entered Into. Current as of the date of release: 03.06.2020




AtNational Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about online
safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for adults.
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Q c May cause distress

Children can be particularly vulnerable to online
trolling and online abuse. Receiving offensive
comments for no reason can cause young peotrle

distress and increase feelings of anxiety an

It is vital to have conversations with young people
about the hate speech, anger unmr?'u ice that
are all around them and explore what resilience
they may have. Keep the dialogue always open so
that young people have trusted adults to turn to.

Trolling is a form of cyberaggression. It
involves the sending of malicious, abusive or
derogatory messages by one user (a ‘troll’) to
another user online with the intention of g
upsetting or harassing them or damaging Discuss online behaviour
their reputation. It is often anonymous and
does not meet the definition of bullying yet
might develop into online bullying. Trolls will
often goad others until they react. They enjoy
putting people down and causing discord,
starting arguments or being inflammatory —
stirring things up for their own entertainment.
Trolling may take the form of a one-off
offensive comment, hate speech or even
threats made online.

Trolling which is targeted and persistent can have
a h\.?:ei'mpact on children’s mental health and
wellbeing. It can lead to low self-esteem and
create feelings of worthlessness and

dissatisfaction, potentially affecting how children _
\ see and feel about themselves. S

Discuss what is acceptable behaviour online and
what is inappropriate, unacceptable or against
the law. Wam against reacting even more
aggressively towards online trolls, reminding
them that their digital footprint will outlast the

current problem.

-

Could damage reputation

Implement privacy settings

Online trolling can be humiliating for the victim and

Make sure that children are only using
can negatively impact on how they are perceived

age-appropriate apps. Make their profiles private

| ) o online or on social media. Trolls might gaud children so that only friends and family can interact with
y © intoreacting or suym? something they might regret them online and turn off comments if you're
4 "' and then sharing those comments widely to concerned about what other people might say.

purposely paint them in a negative light.

J

o,_ 5
= ) May affect home and school life | Teach critical thinking

Children who constantly receive hateful and

Help young people to spot trolls or when people

spiteful messages online can become isolated are ‘stirring it’ on social media. Talk to them about

and withdraw from dailg life. They may become people who might dare them to do risky things or
depressed, angry or unable to sleep at night. Their encourage them to post negative comments
school performance may suffer and it may impact online so that they recognise them and don't

on their behaviour at home. ) become an online troll themselves.

Further Support

Report to platform

Understand the tools available on the platform where trolling is taking
place and whether or not it is moderated. Check out the community

guidelines to see if the behaviour contravenes them and theniif so,

report it, block, unfriend or unfollow the sender where possible.

_

Our Expert

Adrienne Katz

Adrienne Kalz is an award-winning
cyberbullying expert with extensive
experience of working with schools
and education providers to deliver

——— training in online safety. She is the
founder and leader of the annual

I

Collect evidence

Always try to screenshot or take a photo of the negative posts or
comments made online. Report the incident to your child’s school,
police or local authority who will be able to investigate further.

it your chidhos expariencednogativ sffocts onthei mentaineatn | | ational Cybersurvey, providing one
and w i rolli ine, or additi ) T S
your school% local sufegugrding officer or seek professgggl help of the richest databases of 9oung
from charities who will be able to offer further advice and guidance. people’s views on dlgltal life in the UK
2 and has previousk worked on
Seek support from friends z
PP government level prgects funded
Friends can be supportive to one another and can be encouraged to by the Home Office and The Princess
flock to post positive messages when someone is targeted. Ask your 3 i
child’s friends for support - like-minded people can act together Diana Memorial Fund.
positively and they may help to build their confidence and sel -esteen) \ j

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety
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At Natlonal Online Safety, we bolleve In empowering parents, carers and trusted adults with the Information to hold an Informed eonvcncﬂoncbomennm safety with thelr children, should they feel
Itis needed. This gulde focuses on one of many apps which we belleve trusted adults should be aware of. Pisase visit waw. afety.com for further gukies, hints and tips for adults.

What|Parents|& CarersiNeed|tolknow

FOLLOW AGE GUIDELINES
OmeTV has an age recommaendation of 18 and over, whlch

W the developer
I content. It's |

nd It on an under-18"

e

sks and explain why they probcbly shouldn’t be using it.

online. The anoi ol'forl, plul
function, makes It an ottroct for roomors !o people to Pot lured in by others, feelin
network and create inappropr! conh Explcln that ‘t’ friendsh nd being coaxed coaxed Into dol ng ﬂl
child may see something which upsets them - sa wouldn ncrmcl-y do. Ensurse in- rehn»- a om ed on

crlmo for anyone to expose themselves to a young person

's are aware that it may
mgm'nl to adhere to the ago guldellnu
ﬁmdlrymnurletce utothot:ﬁ?foryom

B -

| DISCOURAGE CHATS WITH STRANGERS

. Remind your child onho eors of tﬂzln mngm

TOMPTR TR PR ILTE iy v o £ SR,

OME

OomeTV is another app which encourages users to ‘make friends from all around the world People
can search profiles by age and gender and send direct messages or photos. However; erithe app is

primarily used for.video calls. When using this feature, users uro connected at random,
although only their country of origin Is shared. People can thon either.choose to move

on to the next chat or can stay In that call for as long as they,wish®

uhldhmoam
. - usors will clalm to bo
muarmmlmmo.

Whe
llv'om,:‘v:zeaw‘ﬁ:y. could be

or blackmall
potential onllm p;"'.'&'&?

ﬁmnm PARENT;\L
CONTROLS

~

DISCUSS THE DANGERS

Maintain communication wlth your child about online
onhlr n them

deleting an app from their dwlee Impacts malr Indepgndenee
and ca ccuu nummom nstead, highil of

predators ing themselves to children on !ho internet, and
discuss what t hoyshould doif cslud for explicit images.

P A
ENABLE PARENTAL CONTROLS

Regardiess of how nsible your child may be, it's
essential to use parental controls on their device. it's oca
tupa .

ars. If
them about the pfg:ﬂcl

A ~—

thelr device, and emphasise that ccn always talk to you about
anything online that worries them.

VY

Meet Our Expert

Dr Cicire Sutheriond I anuﬂmmmnmmmnmm

who has.

poldufvuchmsmhawmun various occoarrkpwonomewﬁod

lying and oyber safety

-cﬂnghchawouvﬂyuung pouplc lnhul(.u!kundl\mdh
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vk
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’ @natonlinesafety n [NationalOnlineSafety @ @nationalonlinesafety C’ @national_online_safety
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. At National Online Safety we belleve in empomering parents, caren and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they

foel itis needed. This guide focutes on ane platform of many which we believe trusted adults showld be aware of. Pleate vitit www nationslonlinesafety com for Further guides, Nints and tips for adults.

Facebook is an online social media platform that has over 2 billion users across the globe. It was initially
for university students but soon expanded out and since 2006, anyone over the age of 13 is able to join
the platform. It is available on all devices from your desktop and laptop computer to smartphones and

tablets, Users can add photos and videos, update thelir status, interact with others and catch up with the
latest news. Despite requiring users to be over 13, there are no age verification measures and children
can easily create an account. It's therefore important that parents familiarise themselves with the main

features of the platform to ensure their young ones remain safe if and when they use it.
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& ADDICTIVENATURE ‘h‘GDCNBERBULDﬂNG @9 FUTURE IMPACT ,il'
Facabook can be hugely addictive as It offers a physiological A Around a quarter of children have experiencod online Regardiess of anything that's posted on
high and a quick reward cydhe which comes from the ltkes abuse, acc to Ofcoms 2019 "Online Nation' habook,oum media
and comments on shared posts, Communication is so instant report. Figures MMMMMM develops a parsonal brand and loaves a digital
mmmummmdmwhm 3% to abusive language and a fifth have | footprint that is there forever. It can be
sometimes feel solf. This keeps children going beon On Facebook, teenagers can recelve difficult to explain the wences but many
badk, encouraging them to things and also increases communication in a number of ways, from private universities (and m&uw
the Fear Of Missing Out that is commonplace today. gesin N ger 1o public on before making a on accepting people. €
Onthe fiip side, b ofth y these m»nuwpmulopm«mmwlm It is therefore wise to abways think twice a
days Facebook and Facebook Messenges, they can 10 torment a victim. Exclusion Pages or groups to before posting anything online you wouldn't
e seern addicted even when they e Z \mutl\avkﬂmlolodhﬂomhuahobommn. want people to hear or see offine. )
(. \( 8 =
(?) STRANGERS/FAKE PROFILES | , OVERSHARING = INAPPROPRIATEADS <
Generally, people are who they People Facabook encoura o share Whille Facebook Is getting
say are online. That sakd, youmey kaow wnmmmﬁ'ﬁaw ever stricter on the content of Hlde 3d
much ke the real world, need to be aware of what they're ads and who they are
2 Bt free of malkious onfine. to, there s still the DEVCRS R AN
users and children have allows users to share thelr that be ; i ]
ts from location, create live videos subject to ads their Report ad
Mdom ) more. Some photos can be o0 on the rm. out @ peoblem
who may traced file data, too, so It's could be Innocuous but is 2
ook to take of young important to keep a tight group and worth bearing in mind when I ‘Why this ad?
and | ren. share only with you using the app.
L NG
' v More options
= LIVESTREAMING {'Q PRIVATE MESSAGING @ ~ =
Facebook Live mmmmamwmm L|VE Facebook Messenger Is closely linked to your g. ‘ 01'
live-time to their friends and followers or watch other people’s Facebook profile and provides the abllity to share =Y
broadcasts live. During the video, people can react and comment private messages away from friends and family. 1tis
and It's difficult to moderate the content given everything therefore Important that parents ask thels children
happens in real-time. This could mean your child Is expoesed to Mnmymconmunlaﬁnz\:«huidmwnlhu o Suzey &. -
qummuouuuwnom the only they are oxchanging messages with "
L something online by others which they wouldr't no are that they also know in real life.
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| What Parents & Carers Need to know about

DISCORD

Discord is a free app which allows users to communicate in real time via text, video or voice chat. Available on
desktop and moblle devices, it was originally designed to help gamers cooperate ~ but has evolved into o
more general networking platform for a range of online communities, discussing topics like TV serles,
music, Web3 and more. Di d is organised around cl d groups, referred to as ‘servers’. To join o
server, users must be invited or provided with a unique link. It's a space for users to interact with
friends, meet others with shared Interests and collaborate privately online — but it's aiso o
place where young people can be exp d to risks if the right precautions aren’t taken.
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At National Online Safety we believe in em) carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they

foel it is neaded. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

ONLINE CONTENT

10 tips to keep your children safe online
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MONITOR VIEWING HABITS

Whilst most apps have moderation tools,
inappropriate contlsnt can still slip through
the net.

CHANGE PRIVACY SE'lT INGS

Make accounts private and set
content filters and parental
controls where possible.

ENCOURAGE CRITICAL THINKING

Talk about what people might post
online and why some posts could
cause distress.
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